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How to Negotiate With Auditors

Paul E. Proctor, Christine Adams

Addressing findings in compliance is a negotiation with your auditor. When making the
case for what's appropriate, the more you know (and can document) about the controls,
risks and processes that underpin your business, the better off you'll be.

Key Findings
e Addressing audit findings is a negotiation with your auditor.

o To pass muster with auditors, arguments should be properly organized, documented
and thought out, and they should address real threats, while balancing costs and
benefits.

o Evidence of well-thought-out policy positions, established processes and internal
process auditing will be persuasive when dealing with external auditors.

Recommendations
o To create a defensible case to support decisions, focus on risk and materiality.
e Document risks and controls.
o Develop a proactive, process-oriented controls program.
e Formalize your risk acceptance process.

¢ Negotiate using arguments based on company size, scope and complexity of
operations, industry standards or norms, established controls and the cost of controls
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ANALYSIS

Negotiation is a fact of life in auditor/client relationships. The guidance contained in this research
applies to regulatory, commercial and organizational compliance (see Note 1), as well as all types
of parties, including internal auditors, external auditors, executives, boards of directors, regulatory
enforcement officials, judges and juries, all of which we will refer to simply as "auditors." Audit
and compliance requirements are generally standards-based guidelines, rather than technology
"cookbooks." Thus, these requirements are subject to interpretation in terms of what the standard
requires and when, where and how it applies. Some standards are imprecise or unclear; others
haven't caught up with emerging business issues or business models. For these reasons,
addressing scope and findings for compliance is likely to involve negotiations with your auditor
regarding the appropriate interpretation and application of standards.

The end result of this negotiation should be an agreement that strikes a balance between meeting
the letter and intent of a regulation (or its interpretation) and doing what's most appropriate for
your organization, given its risk tolerance, size, capabilities, complexity, industry norms, means
and threat environment. Gartner recommends that organizations familiarize themselves with the
best practices for achieving appropriate business concepts and approach each negotiation
prepared to defend their positions. Building a defensible business case applies to all audit
situations.

How to Approach the Negotiation

To effectively negotiate with your auditors, the most important consideration is to understand
what'’s driving the auditor’s position. As with any negotiation, the more you are able to put yourself
in the other party’s shoes, the better able you will be to forge a resolution. A key consideration is
the source of or context for the auditor’s position — that is, the relevant standard or guidance. In
general, disagreements emerge in three broad areas:

¢ Interpretation — When a standard is unclear or ambiguous, there's room for judgment in
interpretation.

e Application — Sometimes, the basis for negotiation is whether the standard in question
actually applies; materiality is a key consideration here.

e Misinterpretation — Auditors draw conclusions based on facts in evidence vs. a
complete and comprehensive view with all the appropriate context; thus, there is room
for misinterpretation.

People in audit or inspection roles are likely to be conservative in their approaches, because
that's what the job requires. Consequently, an aggressive position is likely to be met with
hesitation, particularly if there’s no long-standing relationship and/or abundant information to
provide context. You're better off finding an acceptable middle ground, presenting multiple
alternatives, or providing more context or explanation regarding your thinking.

Both sides need to maintain an appropriate, productive and professional relationship. Clients
often approach auditors adversarially in negotiations, which immediately reduces the chances of
a mutually agreeable outcome. The tenets of a productive client/provider relationship — regular,
open communication, mutual understanding and experience working together — hold true in the
audit relationship. You're more likely to achieve an acceptable outcome if you work with (and not
against) your auditor to determine a solution.

Thorough, on-point documentation is essential in making your case. If you're debating a specific
issue such as an audit finding or the interpretation of a standard, then you must be prepared to
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provide relevant detail and analysis to support your position. If you're negotiating the scope of a
compliance project, then a broader (but nonetheless detailed) view of risk and control will be
essential. The more you know (and can document) about your risks and the controls and
processes you have put in place to address them, the better.

Arguments that are likely to pass muster with auditors should be properly organized, documented
and thought through. They should address real threats, while balancing costs and benefits.
Organizations can work toward such goals by taking the following steps:

e |dentifying reasonably anticipated material risks with an ongoing risk assessment
e |dentifying a reasonable and appropriate set of controls to address these risks
e Creating a defensible case to support decisions

o Developing a proactive, process-oriented controls program

Focus on Risk and Materiality

To understand an auditor’'s mind-set, determine the role of risk and materiality. From the auditor's
perspective, judgment-based considerations, such as materiality and risk, are fundamental
concepts that underpin decision making regarding scope and procedures relevant to compliance
with regulations. In the simplest terms, risk is a measure of uncertainty, and materiality is a
measure of the impact of that uncertainty.

Now more than ever, risk and materiality are useful concepts when determining how far an
organization should go when implementing controls for any regulation. For example, a top-down,
risk-based approach is a central tenet of a financial statement audit, as well as compliance with
the Sarbanes-Oxley Act. PCAOB Release 2005-009 expressly addresses the uniqueness of each
organization's situation, calling on auditors to exercise their judgment in "tailoring audit plans to
the risks facing each individual client," rather than relying on standard checklists to identify risk.

Risk is usually mitigated by protective measures (controls) or transferred to a third party through
such mechanisms as insurance. What remains (risk that is neither mitigated nor transferred) is
known as "residual risk," and this must be accepted by the organization. Acceptance means
understanding the known risks against which the organization is not protected, and what to do if
one of these risk scenarios causes a loss. Residual risk becomes part of the operating plan.

It's impossible to protect against every risk or contingency. Even if perfect control or protection
were possible, it would be prohibitively expensive and would be a disservice to the investors and
other stakeholders that most regulations have been designed to protect.

For example, U.S. Health Insurance Portability and Accountability Act (HIPAA) regulations
accommodate residual risk. Specific HIPAA regulatory language addresses the fact that there is
no such thing as perfect protection, and the standards are written in such a way that
organizations of different sizes and means can address the standards appropriately for their
needs and still be compliant. HIPAA security standards avoid mandates for specific technologies
as this would age the standard relatively quickly in a rapidly changing threat environment with the
availability of new and more-effective technologies.

The Payment Card Industry Data Security Standard (PCI-DSS) takes a different approach by
specifically requiring named technologies and solutions. In many cases, this reduced flexibility
forces organizations to spend money on regulatory requirements, rather than on more-
appropriate solutions for higher risks. However, there is room even in the one-size-fits-all
approach of the PCI-DSS for negotiation when addressing a certification audit.
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Federal Information Security Management Act (FISMA) standards also accommodate residual
risk and the differing needs of organizations. Like HIPAA, FISMA requires assessment of risk and
controls to guide the identification of gaps and the planning of remedial actions to address risk.

Understand Risk and Materiality for Your Organization

Although auditors can look to their experiences with similar organizations when making
judgments about risk and materiality, they don't know more than you do about your organization,
its key processes, associated risks and established controls. In the strictest sense, that's not their
job.

This concept of materiality applies to all audits and findings, whether regulatory, other compliance
or internal. Factors that influence judgments of risk and materiality should be considered as part
of the defensible business case.

Company Size, Scope and Complexity of Operations

In general, smaller organizations with limited resources and simpler networks need to do less to
ensure compliance than large organizations with complicated infrastructures.

Industry Standards or Norms

Understanding risk and materiality considerations for your industry, as well as how industry peers
are addressing compliance issues, are important elements of a defensible business case. Most
peer information is anecdotal. Auditors have greater insight in that they may draw on their
experiences with other companies in a given industry to make determinations. We believe that
benchmarking will emerge to help organizations maintain parity with their peers.

Established Controls

The nature and effectiveness of the established controls will be a key variable in the business
case. Controls do not stand on their own; rather, there is a patchwork of compensating preventive
and monitoring controls that reduce the material possibility of loss or misstatement below
acceptable thresholds. Consider all relevant controls when building a defensible case.

Cost of Controls

When building a defensible case about a control that is unnecessary for compliance, cost can be
a consideration; however, the presentation of this justification is sensitive. It should be presented
as the increase in risk mitigation does not justify the cost, rather than simply as "it costs too
much."

As part of this exercise, it is also useful to critically assess your company's attitude and approach
toward compliance, as well as your tolerance for risk. Figure 1 presents some parameters for self-
assessment. The further to the left you find your company on the attitude, approach or risk
tolerance scales, the more conservative your auditors are likely to be in setting compliance
requirements. It is possible that there is a mismatch in your company’s tolerance vs. the tolerance
of the auditors. Question auditors about their assumptions concerning risk tolerance to ensue that
there is no disconnect.
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Figure 1. Approach, Attitude and Tolerance

Business Approach
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o

Source: Gartner (September 2008)

Roll the dice

Document Risk and Controls

A thorough, well-documented and methodical assessment of material risks and key controls
should be considered a minimum requirement for negotiating purposes. One of the unintended
outcomes of Sarbanes-Oxley compliance is that it has illuminated how poorly many organizations
document their controls. This is especially true of company-level controls, such as the control
environment and the information and communication policies. On the other side of the spectrum
is the company that documents every control, but fails to identify and prioritize the risks that the
controls are intended to mitigate. Seeking third-party advice can support defensibility, because
third parties have no vested interest in the outcome. The most-inappropriate individuals to
perform the audit are the people responsible for addressing the findings.

Formalize Your Risk Acceptance Process

One effective argument to compel auditors is that the risks have been recognized and a business
decision has been made to accept the risk. Organizations should formalize their risk acceptance
process to avoid the impression that business acceptance is a matter of convenience to address
a finding. This is more effective in addressing internal audits, in which conscious business
decisions to accept risk should guide the auditors, not vice versa. It is more challenging in
regulatory audits where an organization will be held to a perceived standard of due care;
however, good regulations accommodate the residual risk, and a business’s acceptance of risk
should affect an auditor's opinion. Develop a process for risk acceptance, and document risk
acceptance decisions with management sign-off.

Conduct Audit Training to Stay Within the Scope of the Audit

Gartner clients have reported that overzealous employees cause difficulties in audits by reporting
on issues that are not germane to the area being investigated. Being truthful in an audit is critical,
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but staying within the defined scope will enable the auditors to accomplish their tasks more
effectively. A risk assessment is the proper place for open conversation about risks and control
effectiveness. An audit is the place to assert and defend decisions. Employees should be advised
to answer the questions they're asked and not offer information they believe might be "helpful."

Don't Wait Until It's Over

If compliance can be considered an ongoing agreement between you and your auditor, then the
negotiation process can be considered ongoing as well. Discussions as to what is reasonable and
appropriate can occur on several occasions:

o When scoping the compliance program

o At key milestones, such as the designation of key controls

¢ When making major changes to policies, processes and systems
o When setting the scope of the audit

¢ When determining whether deficiencies are significant or material
o When developing remedial actions

A good relationship with auditors is important in developing a comprehensive risk management
program. It is a good idea to work with auditors when they develop their annual audit plans so
that you identify areas of risk where there would be the most benefit from their attention.

RECOMMENDED READING

"Select and Implement Appropriate Controls for Regulatory Compliance"
"Gartner for IT Leaders Overview: The IT Compliance Professional"

"A Risk Hierarchy for Enterprise and IT Risk Managers"

Note 1
Compliance

Compliance can be thought of as interpreting what the regulations say, understanding where your
company stands, documenting a plan for achieving compliance, executing the plan, and devising
measures and controls to prove that you've implemented the plan. Organizations must realize
that compliance is a set of expectations and requirements agreed on by two parties. These
include combinations of implicit and explicit bargains to which both parties must adhere. In this
context, a bargain doesn't mean low cost, rather a mutual undertaking wherein you and your
auditor come to terms.

Publication Date: 25 September 2008/ID Number: G00161529 Page 6 of 7

© 2008 Gartner, Inc. and/or its Affiliates. All Rights Reserved. Gartnel-



REGIONAL HEADQUARTERS

Corporate Headquarters
56 Top Gallant Road
Stamford, CT 06902-7700
U.S.A.

+1 203 964 0096

European Headquarters
Tamesis

The Glanty

Egham

Surrey, TW20 9AW
UNITED KINGDOM

+44 1784 431611

Asia/Pacific Headquarters
Gartner Australasia Pty. Ltd.
Level 9, 141 Walker Street
North Sydney

New South Wales 2060
AUSTRALIA

+61 2 9459 4600

Japan Headquarters
Gartner Japan Ltd.

Aobadai Hills, 6F

7-7, Aobadai, 4-chome
Meguro-ku, Tokyo 153-0042
JAPAN

+81 3 3481 3670

Latin America Headquarters
Gartner do Brazil

Av. das Nagdes Unidas, 12551
9° andar—World Trade Center
04578-903—Sa0 Paulo SP
BRAZIL

+55 11 3443 1509

Publication Date: 25 September 2008/ID Number: G00161529

Page 7 of 7

© 2008 Gartner, Inc. and/or its Affiliates. All Rights Reserved.

Gartner




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


